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1 Global Unique Identifiers for Asset Tracking and Anti- Counterfeiting

This is the simple concept at the heart of the Codel Anti-Counterfeiting protocol and much of the logic underpinning our other products.

If you want to keep track of something - give it a unique identifier (UID) and record its progress from point to point within an easily accessible database. 

In themselves, UIDs are not a particularly novel idea. Manufacturers have used serial numbers for over a century. Nor is the idea of tracking such a reference new. Car and plant hire firms have been doing it for decades. Couriers have been doing it more recently.

The difference is the scope and scale of our version. 

Whereas a Courier will give a UID to a Consignment, Codel provides a UID for EVERY ITEM within the consignment.

Where a courier tracks the progress of the consignment from its collection point to its delivery point, the Codel system is designed to track every item in the consignment "from cradle to grave" - or, more accurately, from the factory to the consumer. 

On its way it will no doubt form part of several consignments and be handled by several couriers, typically surfacing in a retail outlet and being bought by the consumer. Finally the consumer will take it home and they can choose to "register" to prove to themselves that they have bought a legitimate product and, in doing so, complete the movement records. We can now use that data, if the owner so chooses, to log their ownership of the item for insurance and anti-theft purposes. 

This level of tracking has only become possible in the last 10 years. Cheap mass storage has made data volumes an insignificant cost. And the Web has made online communications with central databases fast, feasible and cheap. 

1.1 How does Tracking individual items help?

In short, each item can only legitimately be in one place at a time. The tracking database knows where each item is (or where it should be). Should a counterfeit item appear on the scene, it will be easily and immediately identified because either its UID is invalid, or because the UID it is using is already known to be somewhere else. 

The same logic, in conjunction with very cheap RFIDs, for example, could be used to eliminate shoplifting! The system will "know" when products are taken off the shelf and, as they are taken out of the shop, the system will also know whether or not each individual item has been paid for. It will sound an appropriate alarm if goods are being stolen. We are already talking to other development companies with a view to pilot projects to test the ideas in the field. 

2 Why You Don't Need To Trust Codel 


"You Don't Need to Trust Codel"

A key feature of online databases, authentication providers, certification authorities and the like is that they require you to place a great deal of trust in them. 

Of course, they put in a lot of infrastructure and effort designed to justify that trust and many make a very creditable stab at it. 

Nevertheless, if you allow such entities to hold your valuable data you are always at some (greater or lesser) risk of all or part of that data falling into the wrong hands. 

Our approach is to eliminate that risk altogether. We never hold sensitive data in the first place so however weak our physical security, nobody can get at your secrets through us. 

We first developed this concept in the context of the Anti-Counterfeiting protocol, where it is necessary to avoid becoming a tempting target for hackers by storing plaintext VRs. By randomising the VRs and then only storing the hash values of the VRs, we made it impossible for any attacker to obtain valuable data from us which could help produce counterfeit goods. Yet, at the same time, we preserved the full functionality of the authentication database. Users, Supply chain personnel and the authorities can still all use the data to validate genuine articles and to expose counterfeits. 

Similarly, when we come to validate documents and any claims you might make about them (which can be highly sensitive), we, again, don't store any data of interest to attackers. We store the hashes of the documents and the hashes of the claims. 

For email validation, where the contents might be tested in court, we may appear to contradict the claim that you don't need to trust us. We play the role traditionally taken by the "Trusted Third Party". Essentially, we can prove that Alice sent Bob an email which Bob was able to open on a given date. But when you consider why a court would trust our evidence, it does not depend on anything intangible like reputation, skilled professionals or reliable hardware. The court would accept Codel evidence simply because - through our Protected Audit Trail (see below) - we can prove that the relevant transactions took place. And although we can help either side prove the entire transaction, we have no idea what was in the email. It never came through us, not even in encrypted form. In this case, we do that by storing non sensitive data other than hashes. 

And so it goes with all our products. We don't store your secrets, we merely confirm them. So you can't lose them or expose them through our carelessness, miscalculation or malice. 

Finally, our Protected Audit Trail provides a unique level of assurance that - unlike every other digital authentication system on the market today - does not rely, for its ultimate confirmation, on yet another digital record, but instead relies on the non digital publication of over a million copies of key "confirming" hashes which lock our audit trail (and yours if you've contributed to ours) into a state where - again, regardless of our performance or intentions - the validity of the data can be confirmed or refuted with mathematical precision. 

We have achieved, therefore, the happy state in which we can say to all our customers or clients, with hand on heart, "You don't Need to Trust Codel. Anyone can check out our audit trail at any time. We can't hide our mistakes (or anyone elses). We'll be delighted, of course, if you choose to trust us, but you really don't need to - just check out the trail"

Paradoxically, we think this will eventually make us the most trusted online database in the world.

The Codel Protocols are designed to make it impossible for us to put your data or its integrity at risk. 

3 Protected Audit Trails

"You Don't Need to Trust Codel"

The Codel system makes possible, for the first time, an audit trail which is immutable (without detection). That is to say, although, technically, it remains impossible to prevent people amending an audit trail, Codel can prove, with mathematical certainty, whether or not someone has amended it. 

The importance of the Protected Audit Trail can not be overstated. The corporate scandals of recent times have demonstrated the problems that arise from an inability to prove integrity. And its not only financial transactions that need to be tracked, although they tend to hog the headlines.

Either society at large, or any organisation accountable to Society must benefit from the ability to prove that an official record of events has not been tampered with since the record was made (and, preferably, is complete but that's another problem altogether). This applies not just to commercial organisations, but to all public bodies, from the Police to Politicians and from your local library to your regional Parliament. 

If an organisation is honest, then it benefits from enhanced Trust. Otherwise, Society benefits by exposing fraud. 

If whatever business an accountable body conducts on behalf of their community is captured to an immutable audit trail then, in the event of any dispute, they will always have the evidence to fall back on. There need be no arguments over who said what to whom. It will all be on the audit trail. Furthermore, it can remain private until and unless a dispute arises. 

The irony is that, in many cases, much of the potentially useful evidence already exists; but because no steps are taken to "snapshot" it, such evidence is virtually worthless. There is little, in other words, to stop an accountable person creating documents which cover their behaviour after the event, or destroying evidence which might expose them to risk. 

The essence of Codel Protection for audit trails is that it provides an unintrusive method of taking a snapshot of the audit trail in such a way that no one can cheat after the snapshot has been registered. 

And we can do all this without knowing anything about - or keeping copies of - the data.

The client keeps all that to themselves. We simply receive a single hash at the end of each audit period. Any document which contributed to the hashing hierarchy which, in turn, culminated in that single hash, cannot be changed or deleted without the certainty that such changes can always be detected. 

So documents, recordings, photographs etc can remain completely secret and secure within the organisation. Yet, should the organisation ever be required to account for its actions, it will be able to show, to independent investigators or auditors, that what is currently on its audit trail is precisely what it was at the time of the incident being investigated. 

The implications are enormous and stretch way beyond the commercial field. 

Yes, it can protect a sealed bid or provide legal evidence of a purchase or a contract; but it can also validate CCTV footage, it can provide a bulletproof alibi, it can validate an international arms inspection protocol and thus even justify (or challenge) a declaration of war. 

Commercially, it provides an unprecedented level of "Proof of Integrity". As we are careful to point out here, it does not prove the validity of the content of an audit trail, only its integrity. For the first time in human history, it provides a definitive proof that an audit trail has - or, preferably, has not - been tampered with. 

Both False negatives and False Positives are impossible.

The nearest equivalent to a false positive (suggesting a fraud has taken place when it has not) will be the discovery that a document has changed but that the change is trivial (like the accidental addition of an extra space somewhere in the text, or the correction of a minor spelling error). 

A false negative would only be possible in the event that someone claims to have carried out an audit check and pronounced a clean bill of health when, in fact, there is a hidden fraud but they have not examined the data. As their audit itself should be monitored by the same system it will then be possible to retrace their steps and confirm (or not) their alleged findings. 

In conclusion, this protocol can not make everyone honest. But it does make it much harder to be dishonest. 

4  Strong Revocation

This is a novel protocol designed by Codel to address the issue of undetected abuse of or access to protected systems. In short, the idea is that every time the protected system is used to communicate with another party, a 3rd party intervenes to seek confirmation that the user accepts responsibility for, and confirms the validity of, the immediately preceding transaction. 

For example, if we are using the protocol to protect credit cards, Codel would send back an anonymous token which it has retained from the previous transaction. The user's Codel software would use the token to retrieve details of that transaction and present that information to the user for validation. If the token is not recognised, or if the user does not recognise the details they are being presented with, then the unauthorised abuse or access has been identified and the user can take the appropriate steps. 

What this means is that no transaction earlier in the audit trail can subsequently be revoked unless the user is prepared to (and can, presumably, justify) revoke an entire series of transactions. This builds incremental trust into the audit trail.

