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Managing Reference Data

The Need

The Capital markets are characterized by massive flows of market data that support, enable and service a wide variety of transactions. Specifically ‘reference’ or ‘static’ data, originates from a multiplicity of sources such as corporate actions issuers, stock exchanges, data vendors and aggregators. For consumers of market data, which are primarily the financial institutions and industry utilities serving the capital markets, the complexity of managing market data has risen with the increasing numbers of issued securities and the globalization of capital markets. 
Financial institutions need to be able to rely on this data and in certain cases both the originator and the consumer need to know that it is being used in accordance with the terms under which it was supplied. Uncertainty of data origin and data integrity makes this very difficult, impacting operational efficiency and inhibiting the data consistency that is increasingly necessary to enable compliance with regulatory requirements. In particular data may be broken down into smaller components or aggregated into larger data sets and the resulting change in format makes it practically impossible to trace origin and confirm veracity. Although complex event processing software can assist with this problem, by assigning user rights and keeping audit trails, such processes are internal and therefore open to question by external parties such as regulators. There is no reference registry for financial institutions to check market data integrity as it is received from external sources, which can reduce confidence in data both for consumption and automatic onward distribution, such as corporate actions data published in XBRL format.

The Solution
Codel provides a digital notary service and reference registry which, when deployed alongside enterprise software and data management systems, can be used to prove the integrity, usage and flow of reference data.   Digital market data is notarized at source by codelmarking, either for issuers or agents acting on their behalf. Consumers of the codelmarked market data can then  use the Codel reference registry to verify automatically the source, origination date and, time, integrity, version and validity of the data. Alternatively users can codelmark the data as they receive it and subsequently verify it internally.    
How does Codel Work?
The Originator calls the Codel service and requests a codelmark (a digital fingerprint) to be created for a specific piece of data that needs to be protected. This codelmark can be used at any time in the future to prove the authenticity, integrity and status of that data. Additionally, the originator is given a protected version of the original data (with the file extension .cdlxml) that incorporates the codelmark and other significant data. This new protected file is safe-stored by the originator in a location of their choice. Codel keeps a copy of the codelmark safely, in perpetuity, but never sees the original data. When the protected file is disseminated by the originator to a third party, the recipient (for example, reference data to an investment bank or financial market trader) the recipient verifies it with the Codel reference registry. Verifications are audited and records of the verification transactions are retained to prove usage of data.  Verification also prove that the data is authentic and unchanged; who originated it and when; and whether it is the most up-to-date version. 
Publication in the Financial Times

[image: image1.png]Codel protects the integrity of client data and its searchable registry by publishing an audit trail codelmark daily in the Financial Times on or around page 32 in the Markets and Data section.  Companies that use Codel can refer to this to prove their own integrity for compliance and regulation purposes. 
Integration

Codel is scalable and can be seamlessly integrated into organisations’ business operations and enterprise data management systems. Individuals in these organisations can simply codelmark data themselves, or Codel can be easily built into their applications, so that the process is fully automated.

All types of digital information can be protected using Codel and unlike paper which is very hard to protect, distributed codelmarked data can be checked for authenticity, integrity and validity at any point in time in the future both by both the originator and any recipient – no matter how many times the data has changed hands.

Benefits

	· Improved operational efficiency
	· Reduced operating costs

	· Faster, secure transactions
	· Straightforward dispute resolution

	· Demonstrable return on investment
	· Simple, effective compliance

	· Improved sustainability
	· Preserved brand integrity

	· Easy integration
	· Low total cost of ownership


Codel is a unique combination of simplicity and utility. It addresses the fundamental need to be able to rely on electronic information and data in all forms, and provides persistent protection for digital documents for as long as required.

The Codel digital notary service extends internationally and across jurisdictions, ensuring that codelmarked data can be shared by senders and receivers with the peace of mind that it can be totally relied upon. Codel is non-intrusive and so the benefits of Codelmarking are in reach of all organisations, allowing them to universally address the increasing burden of compliance and proof responsibilities.

For more information contact:

Codel Ltd

Watery Lane

Monmouth

NP25 5AT

Tel: +44+1600 772023

Email: enquiries@codelmark.com 
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