Counterfeit White Paper 

1. The Value of the Counterfeit Market and anti-Counterfeit Budgets

It is difficult to find reliable estimates of the scale of the Global Counterfeit Market. You will find estimates as low as $200 billion up to "9% of World Trade" (which would put it around $540 billion). More specifically, the US Government estimated that the counterfeit market in 1996 was valued at $200 billion (US businesses only). An OECD report estimated the world market for counterfeit trade at $250 - $350 billion in 1995. The consensus seems to be around 5-7% of world trade which implies, for 2002, a figure of over $500 billion.

It is also the case that despite an estimated street value, for counterfeit items, of around a half a trillion dollars annually, total spending on anti-counterfeit strategies totals only around $50 billion - just 1% of the apparently lost revenue. 

This, however, may not not be as strange as it seems at first glance. It reflects the fact that the estimates of value are based on retail value of the estimated volume of counterfeit items. It does not, in any sense, represent the actual cost or realistic estimates of lost revenue incurred by Brand Owners as a result of the piracy. 

Consider one of the most awkward counterfeit products to police - music cds. What is the actual cost, to a record company, when one of its legitimate copies is pirated? Answer: Zero. The most they can claim is a fraction of the value of a lost sale. In the case of music, the industry's own estimates suggest that 40% of music on CDs is pirated. But this does not mean that 60% of that 40% would have resulted in sales. Unfortunately no serious studies have been carried out to determine what proportion of the counterfeit copies would have translated to sales had piracy not been possible. 

And against the obvious negative impact on revenue, there is some evidence that the spread of pirate copies of goods also "promotes" the brand and - in the case of Microsoft software for example - at least ensures that their commercial competitors don't take their place. 

Accountants and business strategists between them must have their own ideas, of course, about how much prevented counterfeit would translate into sales and it is fair to assume that their actual spending on the problem reflects those estimates. In short, why spend a million dollars on a problem if the result is only $800k in new sales?

One obvious conclusion is that any prospective solution must cost no more than manufacturers are already spending. It should also promise either significantly better results or significant savings for the same level of protection. Preferably it should offer both significant savings and considerably better results. 

There are two other factors which various commentators suggest might influence anti-counterfeit budgets. First is the effect of "bad" counterfeits on Brand value, either through poor quality or safety related shortcomings. Second is the increasing tendency for governments to insist on accountability, to the extent that proposed legislation on both sides of the Atlantic may soon have the effect of making Brand Owners liable for damages caused by counterfeits if a court should be satisfied that the manufacturers have put insufficient effort into making their goods difficult to counterfeit. Both these factors could potentially increase anti-counterfeiting budgets above the commercial payback level but would nevertheless be unavoidable. As yet, however, there is no sign that these pressures have begun to increase spending.

2. Two Distinct Markets for Counterfeit Goods
There are two distinct markets for counterfeit goods and they require radically different approaches. The first is the straightforward "full deception" (FD) market, where the counterfeiter attempts to persuade the consumer that they are buying the real thing - often at or near the full normal retail price. Here, the counterfeits need to be of at least apparent comparable quality to the original with identical packaging, logos etc. 

The other market is the "Counterfeit Collaborator" (CC) market, where the consumer "more or less" co-operates with the counterfeiter. The consumer knows, or is pretty sure, that the goods are not the real thing, but is more than happy to take a counterfeit at a fraction of the price of the real thing, providing that the counterfeit is likely to be of real value. The most obvious and widespread examples of traded goods in the CC market are software and music, where the digital copies are likely to be 100% as good as the originals. 

This distinction is important because it is much easier to deal with the problem of counterfeit where the consumer is on the same side as the brand owner. 

$10 Rolex watches, $3 copies of Microsoft XP, fake Nike trainers or Levis generally sit at the CC end of the scale. Most people know they're buying a fake but, in the case of fashion clothing, if it looks good enough to pass for real and doesn't fall apart in their hands then the "status" it brings can supply sufficient self-justification for the purchase. 

The counterfeiter is, of course, always on the lookout for the gullible consumer who might even be enticed to part with near full price for the goods (or half price with a convincing storyline to back up the reason for sale) so sometimes these "obviously fake" counterfeits edge towards the FD market.

Tackling the CC counterfeit problem is vastly more complex than the FD counterfeit. With the FD items, we are closer to the "banknote" scenario in that you have the consumer on your side. The Brand Owner and Consumer share a vested interest in ensuring that the product is an authentic branded item. CC consumers, of course, are more inclined to share the interests of the Counterfeiter.

3. The Ideal Counterfeiting Environment
In addressing the problem of counterfeit we considered the simple question - from the point of view of the counterfeiter - "what is the ideal environment in which to create counterfeit goods?"

The answers we came up with were these:

1 The potential profits must be attractive.
2 There must be a minimal risk of being detected and caught.
3 If caught, the penalties must not be too harsh.
4 There must be sufficiently high demand for the product to sustain the additional supply created by the counterfeiter
5 It helps if the law is confused, too complex, too expensive or deters legitimate research into security weaknesses 
6 Ideally the consumer should feel they are getting a raw deal when buying the authentic product.

Consider the supply of tobacco products in the UK for example. It meets all the above conditions almost perfectly. In fact, the extent to which the consumer perceives the "raw deal" (caused by the UK imposing the highest duties on tobacco products in the world) has led to a massive confrontation between the UK government, its own citizens and the EU courts, in which the UK has just had to back down and change its own rules. Counterfeiting is not necessarily the issue here. Although counterfeits are being detected, the main "offenders" are actually cheap cigarettes produced in the UK, shipped out to low duty regions like the Middle East and then brought back in again. This involves the closely related problems of smuggling and "grey market" goods. In the process the UK customs estimate losses of £3.5 billion pounds. 

The lessons of this example are many. Both the smuggler and the government have decided to exploit the insatiable demand for an addictive product. The Government are widely perceived to have overstepped the mark and produced a situation in which otherwise law abiding citizens consider it reasonable to try to avoid paying the excess taxes. So the consumers collaborate with the smugglers and/or counterfeiters to beat the system. Meanwhile, the Brand Owners are virtually indifferent. Most of the time, its their own product being smuggled back in and they've already been paid. They lose nothing. 

The result is that the only countermeasures that can be taken are widely seen to be repressive illiberal policing by the State, resulting in organised opposition to the state, growing hostility to the machinery of government and a general reduction in support for all crime fighting measures.

And this tendency is not limited to cigarettes and the UK. In the USA, the DMCA (Digital Millenium Copyright Act) has stirred up a hornets nest of opposition, In short the DMCA tries to tackle the issue of piracy by making it illegal not just to circumvent countermeasures - which is no more than a reasonable recognition of the intellectual property embodied in the product - but even to RESEARCH ways of circumventing the countermeasures. Not to put too fine a point on it, only the technically illiterate support this approach. 

It is known, in the technical community as "security through obscurity" and is based on the naive notion that if your enemy doesn't know your protection methods, then your defences are safe. This is, of course, sometimes correct. Once. And, if you only anticipate having to fight a battle once, its a reasonable strategy. However, in the world of counterfeit and piracy, the battle is being fought millions of times each day and, as we discuss in "The Limitations of Taggants", once your adversary is made aware of those defences as a result, for example, of a successful prosecution, those defences are open for all to see and can be exploited by intelligent attackers at will. 

The point here is that in these two high profile cases, the State itself is working to create the conditions which produce an ideal environment for the counterfeiter. In the first case, the UK government has raised taxes to such an extent that they have made the potential profits from counterfeit or smuggling an irresistable attraction. In the second case, the ill informed US political establishment is - with the intention of defeating counterfeit and piracy - actually making the Pirate's job much easier. How so? Well, for a start, the law has no bearing on the intent to commit piracy. That is already illegal and the Pirate is, presumably, already committed to it. It remains the more serious offence, so the additional offence of breaching protection is irrelevant to the Pirate. However, the threat of prosecution will ensure that no legitimate security experts will probe the defences and find weaknesses which can then be repaired before serious damage is done. The Pirate, therefore, has the field to himself. As soon as he finds the weakness, he can exploit it until his activities are discovered. 

Codel offers no solution to the State shooting itself in the foot. The CC Market is already an intractable problem without Government's stepping in to create new ones. 

We can, however, offer reassurance on the "security through obsurity" issue. We ensure that our own product is open for peer review and we invite testing and criticism. The main attraction for Brand Owners to follow that path is mainly financial. Having invested $X million dollars in countermeasures, the last thing they need is someone publishing a 5 cent workaround which destroys their efforts. The Codel method can protect those efforts, or in some cases, replace them. 

For example, it makes sense for a pharmaceutical company to put its products in tamper-evident packaging. It also makes sense to use a visible means of marking the product in such a way that the consumer can easily recognise it as "the real thing". If possible, it is also useful to mark the products in such a way that either the marking itself is impossible to counterfeit or at least too expensive to copy. That is the holy grail of taggants. But, for the reasons we discuss there, unless the marking system is so simple that any consumer can easily spot the differences between a real one and a fake, the mark does nothing to reassure the public. And, if they are that simple, then they are almost certainly too easy to counterfeit. 

Codel adds a simple method by which any consumer can validate the product at the cost of a short online web session. In one simple to apply countermeasure, we undermine Pirate's ideal environment. All we need, to make our technique effective, is the desire, on the part of the consumer, to validate their purchase. In other words, the consumer must WANT to know that they have bought a legitimate product and, perhaps even wish to register their ownership (anonymously). Clearly this will only ever be true within what we defined earlier as the FD market. In the CC market - whether it is caused by over-enthusiastic government interference or by "normal" market conditions, the consumer will not co-operate with a mechanism which will result in their having to pay more and getting what they see as a worse deal. 

4. The Limitations of Taggants
The first purpose of product marking is as a marketing tool. The object is make the product aesthetically attractive and easily recognised, easily distinguished from its competitors. 

The secondary purpose only applies to products which are, themselves, relatively easy to copy. Here we need to make it difficult for the counterfeiter to copy the product by making it difficult to copy the marking. 

Although our own Fibertag is an improvement on most existing taggants (because each code can be made unique, and thus traceable), it shares the limitations of all sophisticated marking systems. They all work as a forensic tool, but have little effect in preventing counterfeit. This is because, even if s/he wants to, the target consumer can't, themselves, use the marker as a way of authenticating the product. Hence, providing the consumer is content with his purchase (and has no reason to question its true origins) the counterfeit goes undetected. A small percentage are detected despite this obstacle, but then we find that the penalties for most counterfeit don't amount to sufficient deterrent in any case (although they might if there was a much greater chance of detection). This is the fundamental weakness of covert (hidden) marking. 

The alternative - overt marking - such as holograms, suffers from an altogether different problem. Essentially, anything that can be seen, can be copied. Granted, copying some items can be made so difficult and expensive that the counterfeiter is deterred by the obstacles. However, if the protected item is sufficiently valuable, the counterfeiter has a continuing incentive to work out ways to mimic the copying to a satisfactory standard. And, in any case, the cost of overcoming the obstacles can sometimes fall spectacularly fast. For example when holograms were first used as an overt authentication mark, the cost of the printing process was so prohibitive that it effectively shut out the counterfeiter. 3 years later the same hologram could be created by a printer costing less than $200. 

Furthermore the standard of the counterfeit mark need not be too high, because another problem with overt marking is that, in order to make it difficult to copy, it requires a level of complexity which is usually beyond the ability of mere human senses to distinguish - at which point it has effectively become 'part covert'. The end result of which is that in unsophisticated markets, whereas the real product might have a magnificent 3D 16 million colour hologram protecting it, the counterfeiter can get away with "any old" hologram and no normal consumer will spot the difference. There are even cases where holograms have been replaced by simple shiny bits of foil without being questioned. 

In other words, to be foolproof, overt marking must be so difficult to copy that average consumers will often not be able to tell the difference between the copy and the real thing. 

5. Where Marking Works
There is only one common product which generally overcomes the limitations of anti-counterfeiting strategies. Banknotes (or Currency in general). 

The reason they are an exception is that they differ in one vital respect from virtually all other tradeable items. Viz: we all have a vested interest in ensuring that the notes and coins we trade with are the real thing. So there are, effectively, several hundred people checking each bank note as it passes along its lifetime chain. And many of those people will know several of the key features which distinguish the real thing from the fake. In addition to which, Governments and the their laws tend to treat currency counterfeit far more seriously than commercial counterfeit.

A key concept in addressing the problem of counterfeit is that unless a similar level of vested interest and distributed expertise exists in the marketplace for the product you wish to protect, then no amount of marking technologies, overt or covert, are going to deter the counterfeiter completely. All you can do is make things a little more difficult for them. 

6. Counterfeit Online

The Internet offers a relatively anonymous outlet for the sale of counterfeit goods and some 4-8% of Internet sites are overtly advertising counterfeit goods. Not surprisingly, several studies suggest that a key concern for consumers who have yet to make their first web purchase is the doubt raised by the frequent stories of fraud (of various kinds, including counterfeit) taking place on the the internet. Clearly anything which helps to allay such fears is going to benefit not just merchants trying to sell their wares online but the consumers who buy them and the economy in general. 

7. Why Isn't Software Better Protected?
The software market, particularly as exemplified by Microsoft, reveals the final problem to confront an anti-counterfeit strategy. 

Software is unique amongst widely copied products in that it is inherently protectable. It has been possible since computing began to limit the operation of software to legitimate users with a variety of very effective techniques. Why are they so seldom used? Because effective anti piracy measures have the effect of pushing your potential market towards the unprotected competition. In other words, the author's haven't considered piracy as high a priority as market share. Software producers have chosen to take the long term view, in which market share and consumer familiarity matter more than pyrrhic victory over the pirates. Microsoft operating systems are estimated to be on 93% of the world's desktops. They've probably been paid for less than 20%. Do they really care? Do they need to care?

We shall argue elsewhere that since, September 11 2001, there is actually a case that WE - the Microsoft users - need to care. Or, more precisely, that by protecting Microsoft we can do a great deal to protect ourselves.

