Codel and the USA “Sarbanes-Oxley” Act of 2002

The principle aim of the SOX Act is to impose higher auditing standards on public companies. Codel’s Audit Trail Protection (ATP) protocols are perfectly suited to support this aim. For a detailed overview of ATP, please visit http://www.authentic1.com/a1/products/audit.htm

The chief requirements of the Act are timely reporting, full disclosure and proof of internal controls. 

The Codel ATP Protocols require all relevant business data to be captured as a “snapshot” on a daily basis. In one sense, this is no more than a comprehensive backup strategy – which any organisation which relies on data should already have in place. ATP adds a couple of steps to that procedure. First is the recording of “metadata” about the backed up data. i.e. a daily table recording all files being backed up and their hash values.  Second, the hash of that daily table is copied to Codel to be included in our own audit trail. Our own daily hash is then published in reputable printed journals. 

It remains the responsibility of the organisation to determine what is backed up this way.  However, assuming that an organisation stipulates the inclusion of asset tracking, logistics, contract and financial data in its routine backup and audit procedures, the consequences of ATP are simply these:

1 All claims about any transaction which should be on the audit trail can be verified in seconds.

2 The integrity of the entire audit trail can similarly be verified in seconds.

3 Evidence cannot be removed or tampered with without detection

4 By dramatically reducing the time required for checking the integrity of an audit trail, the audit resources are released for the further tasks of determining the validity of those transactions which are on the audit trail or the illegitimate omission of transactions which should have been on the audit trail. 

The simplest example of how this would work in practice is a Stock Check. The transactions which should reveal the current stock levels will have been captured to their daily snapshots. If the stock check reveals a discrepancy then we know that one or more transactions have not been properly recorded. Any decent stock control software can reveal that much, but what Codel add is the ability to prevent subsequent doctoring of the data to hide the omissions or errors. Whether the error or omission is evidence of fraud is now a matter for the auditors. 

